
ELEMENTARY IT NIGHT
KEEPING YOUR CHILD 

SAFE ONLINE



Digital Citizenship – Grades 1-5

• There are five broad themes, covered on a yearly
basis:-

• Passwords

• Digital Footprints

• Personal Information

• Digital Etiquette

• Cyberbullying



Passwords

In school the students have passwords for the following:-

• Network logon

• Moodle

• Raz-Kids

• Spelling City

• Mathletics

• Noodletools

• Safari Montage

THE TEACHERS AND THE IT OFFICE MONITOR INTERNET USE AND 
SITES VISITED.



Passwords

What sites does your child visit at home that need a password?

Do you know your child’s passwords to social media sites?

Does your child have:-

• Facebook

• Snapchat

• Whassup?

• Skype

• Email

• Online gaming



Passwords

If the answer to any of these is “Yes”, then, as parents you should also
know your child’s user name and password for all those sites.

Recommendations:-

• Use a false name or nickname

• Create an email account dedicated to such sites, and not for 
personal or private communication.

• Create complex passwords that mix letters, numbers, symbols and 
capitals. 

• Change passwords frequently, and do not use the same one for all
accounts.



Digital Footprints

What is a digital footprint?

It is a trail that you leave behind you in the online world. It is
easy to discover which sites you have visited, and to see
comments you have made.

We have to be very careful not to leave behind things we
wouldn’t want anybody else to see or know.



Digital Footprints

Four Reasons to Care about your Digital 
Footprint

Click here

https://www.youtube.com/watch?v=Ro_LlRg8rGg


Digital Footprints

• We encourage students to create a positive image of
themselves online.

• Future schools and employers may check your digital presence.

• Google yourself!



Personal Information

• Students are reminded frequently to NEVER share 
these things online:-

• Surnames
• Address
• Dates of birth
• School name
• Telephone numbers



Personal Information

• They should also be very careful about sharing any photos on
social media sites. Even with privacy settings regularly
adjusted, we have no control over what friends and families
post and share.

• For this reason we need to be very careful about posting
pictures of others without their permission.

• We should NEVER share personal information with strangers
online.

• There are BAD people out there…



Personal Information

• We set up a fake Facebook account in the name of “Crystal”

• 13 year old girl (since this is the minimum age for an account)

• There was no profile picture

• The email address containing the name “princessbunny”

• Within ONE HOUR of opening the page “Crystal” received a 
friend request from a stranger with NO information or activity
on his profile page.

• We can only assume he is looking for “Bunny Princesses”.

• We can only guess his intentions…



Personal Information
As a sidenote, without ANY activity on her page (but now with a 
profile picture), “Crystal” attracted this kind of advertising – for a 
modelling agency. 



Personal Information
• In preparation for tonight’s presentation, a CAISL teacher logged

on to a popular chat site – Omegle.



Digital Etiquette - Netiquette

Netiquette is a set of rules for practicing good manners 
on the Internet.

This is one of the easiest ones to teach children, as the rules 
online are much the same as they are in school.

These are the golden rules our upper Elementary students learn.



Digital Etiquette - Netiquette



Cyberbullying

Any child who has an online presence may become a cyberbully
or a victim of cyberbullying.

Elementary students are taught to seek an adult’s help if they
feel they are being bullied in an online environment.

They are told NOT to respond at all to negative or unkind
comments.



Cyberbullying

• Cyberbullying has become increasingly prevalent in adolescents, 
and is being quoted more often as the cause of teenager suicide.

• This reflects the greater need that teenagers have for approval from
their peers.

• Upper elementary is the perfect age to start working on measures
to prevent your child becoming the victim of cyberbullying.

• This link will take you to a series of films about how easily children
can become cyberbullies, and underline how difficult it is for them
to resist peer pressure, or to stand up for what is right.

• My Child Would Never Do That

http://www.nbcnews.com/dateline/video/my-kid-would-never-do-that--bullying-478065731676


What can Parents do?

We know that children exert tremendous pressure on their
parents to have the latest technology.

Here is one parent’s solution to the problem…

The iphone contract

(You can find the text of the document here)

https://www.youtube.com/watch?v=-7IV7x1FVuw
http://www.huffingtonpost.com/janell-burley-hofmann/iphone-contract-from-your-mom_b_2372493.html


Making a Contract

Recommendations:-

• Place a time limit on “screen time”

• Impose a curfew time

• All internet access should happen in a supervised area

• No tech devices in bedrooms

• Be prepared to model the behavior you are requiring from your
child

• You can find a model Family Media Agreement here.

(www.commonsensensemedia.org)

https://www.commonsensemedia.org/search/Family Media Agreement


A Final Thought

Here is Gary Turk’s powerful poem – “Look Up”

Click here

https://www.youtube.com/watch?v=Z7dLU6fk9QY


Parental Controls

The following pages are designed to help those parents who
need help with using parental controls.

You can find further help and information on our website here.

The staff in our IT office are also happy to offer help and advice.

http://www.caislisbon.org/page.cfm?p=534


https://kidslox.com

https://www.youtube.com/watch?v=OY5gk58A0Bo

https://www.youtube.com/watch?v=OY5gk58A0Bo


https://us.norton.com/norton-family-premier/

https://us.norton.com/norton-family-premier/


Personal information protection (supported only in Windows 

computer)

Helps your children avoid giving out sensitive personal information from 

their device, including phone number, address, school they attend, or 

email address.

Web supervision (supported in Windows computer, Android phones 

and tablets, and iOS devices)

Lets your children explore the web freely, while keeping you in the know 

about which sites they visit and giving you tools to help them avoid 

unsuitable content.

Location supervision (supported in Android phones and tablets, 

and iOS devices)

Lets you track your child's location and know they are safe when they 
are carrying their device.

Web supervision (supported in Windows computer and iOS devices)

Shows you the words, terms, and phrases your children search for on their device, giving you insights into their interests and helping you keep them 

safe from inappropriate content.

Norton Family monitors and records the search activities of your children on top search engines like Google, Bing, YouTube, Ask, and Yahoo.

Social network supervision (supported in Windows computer)

Monitors your child's social media use, including how frequently they log 

in to Facebook from their device, and the name and age they use on 
their profile.



Time supervision (supported in Windows computer and Android phones and tablets)

Shows you how much time your children spend online, helping you teach healthy habits. You can easily set time limits or 
schedule specific times when they can use their device.

Video supervision (supported in Windows computer and iOS devices)

Lists the videos your children watch on their device, even letting you view a snippet of each video, so you know when you 
need to talk.

App supervision (supported in Android phones and tablets)

Shows you which apps your children have downloaded on their Android devices, and lets you choose which apps they can use, including 
YouTube and Facebook.

Messaging supervision (supported in Android phones and tablets)

Lets you keep an eye on text messages, including what's said and who they can text. 

If your child's friend list has 10 mobile friends, and your child has messaged with only five of them, then your child's Mobile Friend list displays only 

those five friends. It also sends a warning text to the mobile friend that the message is being monitored.

Instant Lock (works only on Windows and Android devices)

Lets you lock all of your child's devices that are online. You can set a PIN and add allowed contacts for you child to unlock the device or contact 
someone in case of emergencies.



iMAC Parental Control

How to set restrictions on the iMac:

1. Choose Apple menu > System Preferences, then click Parental Controls. ...

2. Click the lock icon to unlock it, then enter an administrator name and password.

3. Select a user, then click one of the tabs along the top.

4. If the user isn’t in the list, click Add, then fill in the name, account, and password information to create a new user.

If you set parental controls for a user, you can view logs 

to monitor the user’s Internet, app, and Messages 

activities.



iMAC Parental Control - continued



iMAC Parental Control - continued



iMAC Parental Control - continued



Windows Parental Control

https://account.microsoft.com/family#

https://account.microsoft.com/family


Windows Parental Control



Windows Parental Control

You can 
uncheck 
these two 
options



Windows Parental Control

Manage your family in one place at account.microsoft.com/family. See the settings 

for each child in your family, and make changes to their settings online.

https://account.microsoft.com/family


Windows Parental Control



http://www.myfilip.com/

For iOS and Android Users

FiLIP Mobile App

The FiLIP is a wearable phone and locator for kids, designed with parents in mind.

With the FiLIP companion 
app, parents can control their 
child’s device right from their 
smartphone. They can set up 
the device, add the contacts, 
manage SafeZones, send text 
messages, track their child’s 
location, and call their child 
from the app.

http://www.myfilip.com/

